WO 2005/064884 



31 



PCT/EP2004/014817 



Claims 

1. A method for identifying the content of a file in a network environment, said 
network environment comprising at least one local computing device linked 
to a remaining part of the network environment including a central 
5 infrastructure and, the method comprising 

- calculating a reference value for a new file on one of said at least one 

local computing devices using a one-way-function, 
-transmitting said calculated reference value to said central 
infrastructure, 

10 - comparing said calculated reference value with reference values 

previously stored within the remaining part of the network 
environment, 

- after comparing, 

- deciding that the content of the new file is already identified if a 
15 match between said calculated reference value and a previously 

stored reference value is found and retrieving the corresponding 
content attributes; or 

- deciding that the content of the new file is not yet identified if no 
match between said calculated reference value and any of the 

20 previously stored reference values is found, followed by sharing 

the new file on the iocal computing device to said central 
■infrastructure and said central infrastructure identifying the content 
of said new file by remotely identifying the content over the 
network environment, determining content attributes 

25 corresponding with the content of the new file and storing a copy 

of said content attributes, 

- after deciding, triggering an action on said local computing device in 

accordance with said content attributes. 

30 2. A method according to claim 1, wherein said triggering an action on said 
local computing device in accordance with said content attributes is 
performed after transmitting the content attributes corresponding to the new 
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file to the local computing device. 

3. A method according to any of the previous claims wherein said identifying 
the content of said new file comprises one or more of the group of scanning 

5 for viruses, scanning for adult content, scanning for Self Promotional 
Advertising Messages and scanning for copyrighted information, using a 
scanning means installed on said central infrastructure. 

4. A method according to any of the previous claims, furthermore comprising 
1 0 storing a copy of the new file on the central infrastructure. 

5. A method according to any of the previous claims, wherein said triggering 
an action on said local computing device in accordance with said content 
attributes may comprise replacement of the new file on the local computing 

15 device with another version of said new file restored from the remaining 
part of the network environment. 

6. A computer program product for executing any of the methods as claimed 
in claims 1 to 5 when executed on a network. 

20 

7. A system for identifying the content of a file in a network environment, said 
network environment comprising at least one local computing device linked 
to a remaining part the network environment which includes a central 
infrastructure and, said remaining part including a stored database, 

25 whereby the system comprises : 

-means for calculating a reference value for a new file on said local 

computing device using a one-way-function, 
- means for transmitting said calculated reference value to said central 
infrastructure, 

30 - means for comparing said calculated reference value with previously 

stored reference values from the database, 
whereby the system further comprises: 
- means for deciding whether the content of the new file is already 
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identified based on comparison of said calculated reference value 
and reference values previously stored within the remaining part, 

- means for sharing the new file on the local computing device to said 

central infrastructure 

- means located on the central infrastructure, for remotely identifying 

the content of the new file over the network and as to assign content 
attributes if the new file has not been identified yet and means for 
storing said content attributes within the remaining part, and 

- means for triggering an action on said local computing device in 
accordance with content attributes for said new file. 

8. A system according to claim 7 furthermore comprising means for storing a 
copy of the new file within the remaining part. 

9. A method for altering a system for identifying the content of a file in a 
network environment, said network environment comprising means for 
calculating a one-way function, at least one local computing device linked 
to a remaining part of the network environment including a central 
infrastructure and means for identifying the content and said remaining part 
including a stored database, the method comprising 

- altering said means for identifying the content or said means for 

calculating a one-way function 

- scanning the remaining part of the network environment for reference 

values calculated with a one-way function 

- for each of said reference values, 

- requesting a file that corresponds with said reference value from said 

network environment 

- identifying the content of said file and determining content attributes 

corresponding with the content of the file and storing a copy of said 
content attributes 

- sending the content attributes to every local computing device 

containing the file 

- after sending; triggering an action on said local computing device in 
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accordance with said content attributes. 

10. A method according to claim 9, wherein said scanning the remaining part of 
the network environment for reference values calculated with a one-way 

5 function comprises scanning the remaining part of the network environment 
for reference values, calculated with a one-way function, said reference 
values being generated after a predetermined date. 

11. A method according to claim 9 or 10, wherein said method furthermore 
10 comprises, for each of said reference values, sending the file to means for 

identifying the content. 

12. A method according to claim 9 or 10, wherein said method furthermore 
comprises, for each of said reference values, sharing the file to the means 

15 for identifying the content and remotely identifying the content of the file 
over the network. 

13. A method according to any of claims 9 to 12, wherein said sending the 
content attributes to every local computing device containing the file, may 

20 comprise 

-identifying every local computing device containing the file using a 
stored database 

- sending the content attributes to said identified local computing devices 

25 14. A method according to any of claims 9 to 13 wherein sending the content 
attributes to said identified local computing devices comprises, for each of 
said identified local computing devices not connected to said network, 
creating an entry in a waiting list and sending the content attributes to said 
identified local computing devices in agreement with said entry on said 

30 waiting list when the local computing devices are reconnected to the 
network. 

15. A method according to any of claims 9 to 14 wherein, requesting a file that 
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corresponds with said reference value from said network environment 
comprises, if no local computing device having said file that corresponds 
with said reference value is connected to the network, creating an entry in a 
waiting list and requesting a file that corresponds with said reference value 
5 from said local computing device in agreement with said entry when the 
local computing device is reconnected to said network. 

16. A method according to any of claims 9 to 15, wherein said method 
furthermore comprises identifying whether the content attributes 

10 correspond with unwanted content and, if so, identifying the local 
computing device that first introduced said unwanted content in the network 
based on data stored in said database. 

17. A computer program product for executing the method as claimed in any of 
1 5 claims 9 to 1 6 when executed on a network. 

18. A machine readable data storage device storing the computer program 
product of claim 6 or 1 7. 

20 19.Transmission of the computer program product of claim 6 or 17 over a local 
or wide area telecommunications network. 



